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Abstract

In this letter, a lightweight post-quantum cryptographic protocol specifically designed for resource-
constrained 10T edge devices is presented, addressing the vulnerability of conventional encryption to
quantum computing attacks. The proposed protocol employs a modified NTRU-based algorithm with
reduced parameter sizes, achieving switch production in 12.4 ms, encryption in 8.2 ms, and total energy
consumption of 4.2 mJ per exchange - 63% lower than standard post-quantum protocols. Experimental
results demonstrate resistance against quantum attacks exceeding 108 processes while maintaining response
times under 50 ms, with a compression mechanism reducing message size to 186 bytes. The protocol
achieves an optimal balance between post-quantum security and operational efficiency, offering a practical
solution for narrow-bandwidth, battery-limited 10T environments.
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1. Introduction

With the drastic expansion of the internet-of-
things (1oT), particularly at the level of edge devices,
these resource-constrained small devices are
operating the contemporary digital life starting from
industrial sensing to remote health care. However,
this wide expansion is reasonably threatened by the
development of the quantum computing, which is
able to break most conventional encryption codes
such as RSA and ECC within few minutes [1-5].
Here, the problem is how to protect devices whose
memories not exceeding several hundreds of
kilobytes, depending on low-frequency processors,
and operating with limited batteries, from future
attacks based on fierce quantum algorithms? The
answer can be found in a design of a lightweight post-
quantum encryption protocol combining the strict
mathematical safety and maximum operational
efficiency [6-8].

The fundamental principles of such protocol are
based on three basics. First, the dependency on
mathematical problems those are difficult to be
solved even by quantum computers, such as lattice-
based or code-based encryption but with the selection
of miniaturized standards suitable for the limited
environment [9]. Second, reduction of switch size and
coupling processes to the minimum as the time
required to form the switch does not exceed few
milliseconds and the consumed energy does not
exceed 10% of the battery life [10]. Third,
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considering a hybrid switch exchange mechanism
allowing dynamic negotiation on safety factors
according to the threat level and contact quality [11].
This protocol also requires a design of a separation
layer between the encryption logic unit and hardware
to facilitate future promotion without replacing the
devices [12-14]. These principles are not theoretical
but a consequence of an accurate analysis of
limitations of energy, computing, and delay with
compensation to the requirements of confidentiality,
validity, and availability in the critical loT
environments. The final goal is to present a proactive
encryption solution guaranteeing the continuity of
digital security for decades with no sacrificing the
performance of current moment.

2. Experimental Part

Based on the principles mentioned above, a
primary model of the proposed protocol was
implemented using micro C language to target the
simulation ARM Cortex-M0 processor, which
represents the category of the most-restricted devices
in loT. A signature and switch exchange algorithm
depending on simplified integer number matrices
(NTRU) was selected. The parameters were modified
from 512 to 256 to reduce the size of general switch
to only 512 byte, and of particular switch to 256 byte.

In laboratory environment, the switch production
time of 12.4 ms, encryption and decryption times of
8.2 and 9.1 ms, respectively, were measured with
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total energy consumption no exceeding 4.2 mJ per
each complete exchange process, i.e., lower by 63%
than standard post-quantum protocols, such as Kyber-
512. As well, a compression mechanism of the
encrypted messages was applied using quantization
technique to reduce the load sent through the low-
band wireless networks, such as LoRa and ZigBee, as
the compressed message size has reached to 186 byte
compared to 412 byte in the normal case. The
proposed protocol was examined in a simulation
scenario of a closed industrial control cycle under
attack simulated using modified Shore algorithm.
Results showed that the protocol is able to resist
switch break within time period exceeding 108
guantum processes while the periodic response time
was shorter than 50 ms, which is within the allowed
limits of critical time applications [15]. Furthermore,
a light layer was develop the switch management
depending on the fractional table distributed inside
the original node in order to reduce the number of
joining requests by 40%. The source code and test
package were documented on an open-source
platform as a simple application programming
interface (API) was provided to allow the developers
merging the protocol in their current systems within
few work hours [16].

These results confirm that the post-quantum
safety is not a theoretical luxury anymore but a
possible practical reality on the smallest nodes on a
condition that the engineering design is guided to the
hardware restrictions not to the mathematical
complexity only.

3. Results and Discussion

Figure (1) shows the computational latency with
the security level for the protocol proposed in this
work compared to the standard encryption protocols.
A sharp apparent performance contrast between the
post-quantum encrypted protocols in resource-limited
IoT environments. The curve of process
implementation time (green line) shows noticeable
advantage by the proposed protocol when compared
to the conventional protocols such as DILITHIUM
and KYBER as the encryption time is shortened and
decryption is reduced to 45% at the maximum loading
conditions. The conventional encryption (lattice-
based and multivariate-based) algorithms have
exceeded the required response (500 ms) at the higher
security levels, which cause long delay.

Figure (2) explains the total energy consumption
by the proposed protocol compared to conventional
protocols. The proposed protocol recorded average
consumption of 12 mJ and minimum values in the
courses of general switch production, encryption and
decryption as the encryption time does not exceed
1000 time unit versus 6000 for DILITHIUM.
However, it is very close to the encryption time
indicated by the conventional ECC-256 protocol that
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makes it optimum for the devices operating with
limited number of processes (lower than 500). These
results reveal that the proposed protocol achieve a
unique balance between post-quantum safety and
operational lightweight. Therefore, the proposed
protocol can be good candidate for 10T applications
in the resource- constrained edges.
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Fig. (2) The total energy consumption by the proposed
protocol compared to conventional protocols

4. Conclusion

It can be concluded that the proposed protocol can
make a qualitative development in securing the edge
devices operating in 10T environments as it revealed
its practical feasibility by reasonably reducing the
implementation time, energy consumption, and
memory when compared to the post-quantum
protocols. The results confirmed the applicability of
the proposed protocol on resource- constrained chips
without any effect on the required safety level. This
makes such protocol optimum solution for the
environments suffering from narrow frequency
bandwidth and short battery life. As well, the
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comparable of efficiency to that of the conventional
ECC-256 protocol removes the main obstruction
against the adoption of post-quantum encryption.
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